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S T A R T

Designate one person to record the answers. This poster is supported by 
the DEDA manual. The manual provides additional information about the 
questions. In addition, it discusses the ethical theories on which DEDA is based.

INTRODUCTION    

Walk through and answer the questions, such as by adding post-its. Create 
an action item for each question that cannot be answered immediately. 

What values do you pursue personally and what values does your organization 
pursue? When answering the questions, keep these in mind. You will need this 
again in the next step VALUES. 

QUESTIONS
Project name, date

What is the project about and what is its goal?

What are possible measures or actions that will be deployed based on 

the results of this project?

Who are the stakeholders of this project and whom/what does it impact?

What are the pursued benefits of this project?

What problems or concerns could arise in connection with this project?

Which of the topics below (algorithms, source, anonymization etc.) a
re appli-

cable to your projects? Decide which might be skipped during the workshop.

1    A
LG O R I T M S

Does th
is project u

se an algorit
hm? 

 If 
not, g

o to
 ‘S

ource’. 

How do you deal w
ith

 fa
lse positi

ves and fa
lse negativ

es?

Can so
meone on th

e te
am explain how th

e algorit
hm in

 questi
on w

ork
s? 

Is 
it n

ece
ss

ary
 fo

r s
omeone to

 be able to
 explain  w

hat it
 does?

2    
SO

U
RCE

W
her

e d
oe

s t
he d

at
a c

om
e f

ro
m

?

Hav
e y

ou
 ch

ec
ke

d 
th

e q
ua

lit
y o

f t
he

 d
at

a s
et

(s
)?

Do
 th

e d
at

a h
av

e a
n 

“e
xp

ira
tio

n 
da

te
”?

3  
  A

N
O

N
YM

IZ
AT

IO
N

Is
 it

 n
ec

es
sa

ry
 to

 a
no

ny
m

iz
e,

 p
se

ud
on

ym
iz

e 
or

 

ge
ne

ra
liz

e 
th

e 
da

ta
se

t(
s)

?

In
 th

e 
ca

se
 o

f a
no

ny
m

iz
at

io
n:

 

ha
s i

t b
ee

n 
ch

ec
ke

d 
if 

th
e 

da
ta

 is
 n

ot
 tr

ac
ea

bl
e?

 

4
  

 V
IS

U
A

L
IZ

AT
IO

N

H
ow

 w
ill

 th
e 

re
su

lts
 o

f t
he

 p
ro

je
ct

 b
e 

pr
es

en
te

d?
 

W
ill

 th
e 

re
su

lts
 b

e 
vi

su
al

iz
ed

? 

W
ha

t a
lte

rn
at

iv
e 

w
ay

s o
f v

is
ua

liz
in

g 
th

e 
re

su
lts

 a
re

 p
os

si
bl

e?

5
  

 A
C

C
E

S
S

W
ho

 h
as

 a
cc

es
s t

o 
th

e 
da

ta
 se

t(
s)

?
Ho

w
 is

 a
cc

es
s m

on
ito

re
d?

6 
  R

E
-U

S
E

 O
F 

D
AT

A 

   
  O

P
E

N
 A

CC
E

SS
 A

N
D

 T
H

E 

Ar
e (

pa
rt

s o
f) 

th
e (

in
pu

t)
da

ta
 su

ita
bl

e f
or

 re
-u

se
? 

If 
so

, u
nd

er
 w

hi
ch

 co
nd

iti
on

s?
Ar

e t
he

 re
su

lts
 su

ita
bl

e f
or

 re
-u

se
?  

If 
so

, u
nd

er
 w

hi
ch

 co
nd

iti
on

s?

7   
R

ESP
O

N
SIB

IL
IT

Y

Are
 th

er
e p

olic
ies

 or g
uid

eli
nes

 w
ith

in
 th

e o
rg

aniza
tio

n th
at

 apply to
 th

is 
pro

jec
t?

 

If 
so

, w
hich

 ones
?

Who is
/are

 ulti
m

ate
ly re

sp
onsib

le fo
r t

he pro
ject?

Are th
e ta

sks and re
sponsibilit

ies of th
at p

erson/th
ose people clear, 

with
 re

gard to
 th

is project?

Is this project suita
ble fo

r colla
boration with (commercial) p

artners? 

If s
o, w

hich parties might those be?

8   COMMUNICATION

What is the communication strategy for this project (both for its positive 

as well as negative impact)? In the case of collaborative partners: 

has this strategy been coordinated with them?

What communication strategies have been defined in case something fails?

Who is responsible for creating these strategies?

9  TRANSPARENCY Does the project risk generating public concern or outrage, now or in the future?

How transparent are you about this project towards citizens?

How are citizens actively involved?

Can citizens opt out of their involvem
ent in the project?

If so, w
hen and how

?

10  P
R

IVA
C

Y

Did you involve the privacy officer and/or data protection officer in the project?

W
hat law

s, regulations and/or guidelines apply to your project?

H
ave you carried out a data protection im

pact assessm
ent (DPIA)?

1
1

  B
IA

S

Is there a risk that the project could contribute to discrim
ination against 

certain people or groups?

Are all relevant citizens adequately represented w
ithin your data?

W
hich citizens are m

issing or under-represented?
Does your m

odel have a feedback loop that could create negative consequences?
Function creep: can you im

agine a future scenario in which the outcom
es of 

this project are (m
is)used for another purpose?

Do your answers to these questions change when you consider possible 

long-term effects? Why?

When will this project be evaluated?

VALUES
What values do you pursue personally and what values does your 
organization pursue? Are these values represented in the answers you just 
formulated? 

For each topic, write down on a post-it which value(s) are affected: 
positively or negatively, and put it in the corresponding place.
 

 

W
hat is your gut feeling about this project? Do you have any concerns?

What kind of data will you be using? 

Give a brief description of its contents. 

Neither the Utrecht University nor the Utrecht 
Data School are responsible for (possible) da-
mage in connection with or as a result of the use 
of the DEDA materials and content.

DEDA is constantly evolving. Changes can
be introduced in future editions. If you have 
used DEDA and have suggestions for
improvement, please feel free to contact us and
share them with us. We value your opinion.

You can send your suggestions to:

info@dataschool.nl

Project team 

In
 th

e 
ca

se
 o

f p
se

ud
on

ym
iz

at
io

n:
 

w
ho

 h
as

 th
e 

ke
y 

to
 th

e 
re

ve
rs

e 
th

e 
ps

eu
do

ny
m

iz
at

io
n?

Ar
e y

ou
 co

lle
ct

in
g 

th
e r

ig
ht

 in
fo

rm
at

io
n 

fo
r y

ou
r p

ur
po

se
?

Do you co
nsid

er t
he outco

m
es o

f t
he m

odel a
s l

eadin
g or a

dditi
onal t

o your 

decis
ion m

odel? 

Is 
th

ere
 hum

an co
ntro

l o
ver m

ist
akes t

he algorit
hm

 ca
n m

ake?
 H

ow m
uch

 

ro
om

 does a
 pers

on have to
 deviat

e fr
om

 th
e sy

ste
m

 w
hen needed?
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12   FU
TU

R
E  SC

EN
A

R
IO

S

Do citizens have the opportunity to raise objections to the results of the project?
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1 Are organizational values and personal values 
adequately safeguarded?

What are the main ethical bottlenecks?2
What are new and surprising insights?3
Under what conditions are we willing/not willing 
to proceed with this project?4

5 Review all the action items and write down the 
action holder for each one.
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